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= Reference slides used for preparing this set of slides:
= SENG 691A Introduction to Cloud Computing and the Internet of
Things, West Virginia University.
= Chapter 4, Distributed and Cloud Computing, Kai Hwang, University
of Southern California)
= |BM Cloud presentation

= Gyu Myoung Lee, Q11/13 & Q16/13 Rapporteur, “Challenges for
Standardization on Cloud Computing and Big Data considering the
Internet of Things”, 3" SG13 Regional Workshop for Africa on “ITU-T
Standardization Challenges for Developing Countries Working for a
Connected Africa”, Livingstone, Zambia, 23-24 February 2015.
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What is Cloud Computing 9
Utility Computing Masterof Enineeing in nteret ofTings

» Utility computing: providers rent capacity on computing resources that
they maintain

» Metered computing: analogous to utiltities (Pay per use)
» Resources often virtualized and shared by multiple tenants

» Example: Amazon Elastic Compute Cloud (estimated $30
USD/Month for one EC2 Instance for 24hrs/day-7days/week). Pay
per use option

» Amazon Elastic Compute Cloud (Amazon EC2) web service
provides resizable compute capacity in the cloud

» Designed to make web-scale computing easier for developers.
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» Cloud computing not only provides raw computing resources, but also
hosts the applications that use these resources.

» Applications usually can be accessed as web services.

» User data typically stored on provider's file systems.

» Underlying computing infrastructure concealed from user.
» Example: Gmail, Drive, Dropbox servers are concealed from users
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Multi-tenant
solution
provided by
vendor

Elastic, pay

as you go —

scale up or
down
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= Provides Internet services

= Search, social networking, online maps, video sharing, online
shopping, email, cloud computing, etc.
= Differences with HPC “clusters”:

= Clusters have higher performance processors and network
= Clusters emphasize thread-level parallelism, WSCs emphasize
request-level parallelism
= Differences with datacenters:

= Datacenters consolidate different machines and software into one
location

= Datacenters emphasize virtual machines and hardware
heterogeneity in order to serve varied customers
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= Cost-performance
= Small savings add up

" Energy efficiency
= Affects power distribution and cooling
= Work per joule

= Dependability via redundancy
= Network I/O
= |nteractive and batch processing workloads

= Ample computational parallelism is not important
= Most jobs are totally independent
= “Request-level parallelism”

= QOperational costs count
= Power consumption is a primary constraint when designing system

= Scale and its opportunities and problems
= Can afford customized systems since WSC require volume purchase
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FIGURE 4.1: The main components of a typical datacenter (image courtesy of DLB Associates [23])
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Power and Cooling 9
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= Cooling system also uses water (evaporation and spills)
= E.g. 70,000 to 200,000 gallons per day for an 8 MW facility

= Power cost breakdown:
= Chillers: 30-50% of the power used by the IT equipment
= Air conditioning: 10-20% of the IT power, mostly due to fans

* How many servers can a WSC support?
= Each server:
= “Nameplate power rating” gives maximum power consumption
= To get actual, measure power under actual workloads

= Qversubscribe cumulative server power by 40%, but monitor power
closely
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FIGURE 4.2: Datacenter raised floor with hot—cold aisle setup (image courtesy of DLB Associates
[23]).
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= Power Utilization Effectiveness (PEU)

= Total facility power / IT equipment power
= Median PUE on 2006 study was 1.69

= Performance
= Latency is important metric because it is seen by users
= Bing study: users will use search less as response time increases

= Service Level Objectives (SLOs)/Service Level Agreements (SLAs)
= E.g. 99% of requests be below 100 ms
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= WSCs offer economies of scale that cannot be achieved with
a datacenter:

5.7 times reduction in storage costs

7.1 times reduction in administrative costs

7.3 times reduction in networking costs

This has given rise to cloud services such as Amazon Web Services
= “Utility Computing”

= Based on using open source virtual machine and operating system
software
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Table 4.3 Cloud-Enabling Technologies in Hardware, Software, and Networking

Technology

Fast platform deployment
Virtual clusters on demand
Multitenant techniques
Massive data processing
Web-scale communication
Distributed storage

Licensing and billing services

Requirements and Benefits

Fast, efficient, and flexible deployment of cloud resources to provide
dynamic computing environment to users

Virtualized cluster of VMs provisioned to satisfy user demand and virtual
cluster reconfigured as workload changes

SaaS for distributing software to a large number of users for their
simultaneous use and resource sharing if so desired

Internet search and Web services which often require massive data
processing, especialy to support personalized services

Support for e-commerce, distance education, telemedicing, social
networking, digital government, and digital entertainment applications

Large-scale storage of personal records and public archive information
which demands distributed storage over the clouds

License management and billing services which greatly benefit all types
of cloud services in utility computing

21/07/2024
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Cloud Computing as A . . * ~air
Service

Hybrid clouds
(over Internet/Internets)

Provisioning of both physical and virtualized cloud resources

A T

Application layer (SaaS)

17

Platform layer (PaaS)

Infrastructure layer (laaS, HaaS, Daa$S, etc.)

FIGURE 4.15

Layered architectural development of the cloud platform for laaS, PaaS, and SaaS applications over the
Internet.
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Virtual
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FIGURE 4.16

Market-oriented cloud architecture to expand/shrink leasing of resources with variation in QoS/demand from users.
{Courtesy of Raj Buyya, et al. [11])
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Table 4.4 Virtualized Resources in Compute, Storage, and Network Clouds [4]
Provider AWS Microsoft Azure GAE |
Compute *BE instruction sat, X=n WMs, Common language Fraedsfined application
cloud with resource elasticity alows runtime Vs framework handlers written
virtual scalability through virtual provisioned by in Python, automatic
cluster of cluster, or a third party such declarative descriptions scaling up and down,
Servers as Rightscale must provide server fallover inconsistent
the cluster with the Web applications
Storage Models for block store (EBS) SOL Data services MegaStore/Biglable
cloud with and augmented key/blob (restricted view of S0L
virtual store (SimpleDB), automatic Server), Azure storags
storage scaling varies from EBS to service
fully automatic (SimpleDB, S3)
Network Declarative IP-level topology; Automatic with user's Fixed topology to
cloud placemeant details hidden, declarative descriptions accommodate three-tier
services security groups restricting or roles of app. Web app. structurs,
communication, avaiability componsnts scaling up and down Is
mnes isolate network failure, automatic and
dastic IP applied programmer-invisible
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I == Ee———————————y
Configure Install Configure Install Start Single-step
hardware oS oS backup automatic recovery”

aaent
Restore VM Start data
Confiquration recovery

Figure 7.21 Recovery overhead of a conventional disaster recovery between physical machines,
compared with that required to recover from live migration of virtual machines

21/07/2024 add your logo 99



Cloud Business model D1 :
. . @4
Everythlng ds a service o Masterof[ngmeermg mlnternetoﬂhmgs

Service Value Nets

SmEm S aa

Platform as a Service
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FIGURE 1.19

Thres cloud service models in a clud landscape of major providers.
{ Courtesy of Dennis Gannon, keynole address & Choudcom 010 (18]
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Cloud Services and Major -‘ oTrair
Providers

Concur, RightNOW, Teleo, Kenexa, Webex,
Blackbaud, salesforce.com, Metsuite, Kenexa, etc.

Cloud software environment (PaaS) Force.com, App Engine, Facebook, MS Azure,
MetSuite, IBM BlueCloud, SGI Cyclone, eBay
Amazon AWS, OpSource Cloud, 1IBM Ensembles,
, o Rackspace cloud, Windows Azure, HP,
Computational Communications
resourcas (laas) (Caas) Banknorth

Sawis, Internap, NTTCommunications,
Digital Realty Trust, 365 Main

Co-location cloud senices (Laas)

Metwork cloud services (Naas) Owest, AT&T, AboveNet

HardwaraVirtualization cloud services (Haas) Vidware, Intel, IBM, XenEnterprise

FIGURE 4.23

A stack of six layers of cloud services and their providers.

(Courtesy of T. Chou, Active Book Exprass, 2010 [1&])
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Table 4.7 Cloud Differences in Perspectives of Providers, Vendors, and Users

Cloud Players

[T administrators/cloud
provicders

software developers
(vanaors)

End users or business
Users

laaS
Monitor SLAs

To deploy and stors
data

To deploy and stora
data

PaaS

Monitor sLAs and enable
sarvice plafforms
Enabling platforms via
configurators and APls

o develop and tast Web
softwars

SaaS

Monitor sLAs and
deploy software

Develop and deploy
softwars

Lz2 business softwars

21/07/2024
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Table 4.8 Storage Services in Three Cloud Computing Systems

Storage System
GFs: Google Fie System

HOFS: Hadoop Distributed Fils
Systam
Amazon 53 and EBS

Features

Very large sustainable reading and writing bandwidth, mostly
continuous accessing instead of random accessing. The programming
interface is similar to that of the POSIX file system accessing interface.

The opan source clone of GFS. Written in Java. The programming
interfaces are similar to POSIX but not identical.

=3 is used for refrisving and storing data from/to remote servers. EBS
iIs buitt on top of 53 for using virtual disks in running BC2 instances.

21/07/2024
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= Most basic cloud service model

* Cloud providers offer computers, as physical or more often
as virtual machines, and other resources.

= Virtual machines are run as guests by a hypervisor, such as
Xen or KVM.

" Cloud users deploy their applications by then installing
operating system images on the machines as well as their
application software.

= Cloud providers typically bill 1aaS services on a utility
computing basis, that is, cost will reflect the amount of
resources allocated and consumed.

= Examples of 1aaS include: Amazon CloudFormation (and
underlying services such as Amazon EC2), Rackspace Cloud,
Terremark, and Google Compute Engine.
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Some laaS Offerings from
Public Clouds

Table 4.1 Public Cloud Offerings of laaS [10,18]

API and Access Hypervisor,
Cloud Name VM Instance Capacity Tools Guest 0OS
Amazon EC2 Each instance has 1-20 EC2 processors, CLI or Web Senvice Aen, Linux,
1.7-15 GB of memary, and 160-1.69 TB of (WS) portal Windows
storage.
GoGrid Each instance has 1-6 CPUs, 0.5-8 GB of REST, Java, PHP, Ken, Linux,
memory, and 30-480 GB of storage. Python, Ruby Windows
Rackspace Each instance has a four-core CPU, REST, Python, PHP, Xen, Linux
Cloud 0.25-16 GB of memory, and 10-620 GB of Java, C#, .NET
storage.
FlexiScale in Each instance has 1-4 CPUs, 0.5-16 GB of Web console Xen, Linux,
the UK memory, and 20-270 GB of storage. Windows
Joyent Cloud  Each instance has up to eight CPUs, No specific AP, 0S-level
0.25-32 GB of memory, and 30480 GB SSH, Virtual/Min virtualization,
of storage. OpenSolaris
21/07/2024 add your logo 30




AWS - a leader in providing ¢ @
public 1aaS services Masterof Engneering n Intemnet o Things

= EC2 (Elastic compute cloud allows users to rent virtual
computers to run their own computer applications. It allows
scalable deployment. A user can create, launch, and

terminate server instances as needed, paying by the hour
for active servers.

= S3 (simple storage service) provides the object-oriented
storage service for users.

= EBS (Elastic block service) provides the block storage
interface which can be used to support traditional
applications.

= Amazon DevPay is a simple to use online billing and account
management service that makes it easy for businesses
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= MPI clusters uses hardware-assisted virtualization instead of
para-virtualization and users are free to create a new AMIs

= AWS import/export allows one to ship large volumes of data
to and from EC2 by shipping physical discs.

= Brokering systems offer a striking model for controlling

sensors and providing office support of smartphones and
tablets.

= Small-business companies can put their business on the
Amazon cloud platform. Using AWS they can service a large

number of internet users and make profits through those
paid services.
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Amazon Web Services

Amazon Elastic Compute Cloud (EC2)
Amazon Elastic MapReduce

Auto Scaling

Amazon SimpleDB

Amazon Relational Database Service
(RDS)

e Mmerce

=
Ll

Amazon Fulfillment Web Service (FWS)
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Amazon Simple Queue Service (5Q5)

Amazon Simple Notification Service
(SNS)
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Amazon CloudWatch

letworking

Amazon Virtual Private Cloud (VPC)
Elastic Load Balancing
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Amazon Flexible Payments Service
(FPS)

Amazon DevPay
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Cd}WMOIIQY FORTUNE

A Service of CNN, Fortune & Money

Down for 3 days since
4/22/2011

Home Video Business News Markets Term Sheet Econol

Why Amazon's cloud Titanic
1000x of businesses went went down

offline. E.g. Pfizer, Netflix,

Quora, Foursquare,Reddit

SLA contract

99.95% availability (<4.5hour
down)

10% penalty, otherwise

By David Goldman, staff writer April 22, 2011: 5:37 PMET

NEW YORK (CNNMoney) — This was never supposed to happen.

Amazon Web Services is the Titanic of cloud hosting, designed with
backups to the backups' backups that prevent hosted websites and

21/07/2024 add your applications from failing.
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= |IBM Cloud is an enterprise grade, full stack platform,
purpose built for data-intensive Al workloads and cloud-
native application suites, delivered on software definable
infrastructure.

= Deploy the right type of cloud to accelerate innovation
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3M Cloud deployment options

Private

0y
WAN P

)

'

DEVE Processes

hen to use

rganization has requirement to utilize
1-premises infrastructure (security policy,
vestment equity, limited WAN bandwidth, etc)

30-40 IBM Cloud services

Dedicated Public
" \ 1 o L
1 WAN R e WAN e
e ) 1N )
1L N1 EEL
VPC | Data | Processes
Data Processes
Full AI
When to use When to use
Organization has isolation requirement for Organization embraces encrypted multi-ten:
security and/or performance reasons data and shared processing models

Organization seeks the security and compliance benefits of public cloud

100+ IBM Cloud services




IBM Cloud architecture
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Security Commerce Blockchain

IBM Enterprise Applications

Connect & Access Data Search & Find Relevant Data

Data Policy Management

Container Orchestration & Networking

Logging Messaging 1AM Monitoring

Virtual Machines Bare Metal

x86, Power CPU, GPU Compute Sleds

Private

Identity & Access
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Al BUILT FOR ALL YOUR SECURETO
READY APPLICATIONS THE CORE

Create innovative, Srelelt unmEETEd Deploy it where you
cloud-native apps using ho dindust need to on a secure
AL IoT, blockchain, high ~ ©"©'¢€ and INCUSITY network, without
performance computing SPENIEE sacrificing quality

and other disruptive and compliance
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= |IBM provides tools to help clients manage multi-cloud
environments

" |t was predicted by 2020, more than 90% of enterprises will
use multiple cloud services and platforms

IBM Cloud Automation

Service Composition & Self-service Catalog

Workflow automation Multi-cloud workload provisioning Marketplace of pre-built content

Provision resources

l Deploy and configure apps
UrbanCode Deploy ‘ IBM Cloud Vendor Clouds

Application Deployment Automation ey
ik Ee T Applications ¢ : Applications
Application Process mdl Virtual Machines Virtual Machines Ram

L] T

Monitor Monitor end-user Monitor
resources transactions resources

Application Performance Management
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= Many clients are choosing a hybrid model to address
evolving needs

Honeywell

O

21/07/2024 add your logo 40



. .
~>q
Platform as a service (PaaS) 2es Master of Engineering n Internet of Tings

= Cloud providers deliver a computing platform typically
including operating system, programming language
execution environment, database, and web server.

= Application developers develop and run their software on a
cloud platform without the cost and complexity of buying
and managing the underlying hardware and software layers.

= Examples of PaaS include: Amazon Elastic Beanstalk, Cloud
Foundry, Heroku, Force.com, EngineYard, Mendix, Google
App Engine, Microsoft Azure and OrangeScape.
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Paa$ Offerings from Public ¢ ©
Clouds

Table 4.2 Five Public Cloud Offerings of PaaS [10,18]

Languages and Programming Models
Cloud Name Developer Tools Supported by Provider
Google App Python, Java, and MapReduce, Web
Engine Eclipse-based IDE programming on demand
Salesforce.com's Apex, Eclipse-based Workflow, Excel-like formula,
Force.com IDE, Web-based Wizard  Web programming on demand
Microsoft Azure NET, Azure tools for Unrestricted model

MS Visual Studio
Amazon Elastic Hive, Pig, Cascading, MapReduce
MapReduce Java, Buby, Perl,

Python, PHP, R, C++
Aneka NET, stand-alone SDK Threads, task, MapBeduce

21/07/2024 add your logo
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Target Applications
and Storage Option

Web applications and
BigTable storage

Business applications
such as CRM

Enterprise and Web
applications

Data processing and
8-COMMerce

NET enterprise
applications, HPC
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Google App Engine Master of Engingering i Internet of Things

= This platform allows users to develop and host web application in
googleddatacenters with automatic scaling according to the
emand.

= |tis a free service for a certain limit and it onIY requires a Gmail
account to access the services. After the free limit is exceeded the
customers are charged for additional storage, bandwidth and
instance hours.

= The current version supports Java, Python and Go as the
programming languages and Google plans to add more languages
In the future.

= All billed App Engine applications have a 99.95% uptime SLA. App
Engine is designed to sustain multiple datacenter outages without
any downtime.

= The ?f engine has a few restrictions - can only execute code
called from an HTTP request, Java applications maY only use a
subset from the JRE standard edition and Java application cannot
create new threads.
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FIGURE 4.20

Google cloud platform and major building blocks, the blocks shown are large clusters of low-cost Servers.
(Courtesy of Kang Chen, Tsinghua University, China)
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GAE Web Applications

Application Software Admin
Diatastore Eunitime Development Kit Console
Environment (5DE)

CAFE Web Service Infrastructure

zoogle App Engine (GALE)

Figure 7.24 Functional components in the Google App Engine (GAE)
({ Courtesy of Google, htip.//code.google.com/appengine/ )
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Google App Engine Front Page:  http://code.google.com/appengine/

S1gning up for an account or use your gmail account name - https://appengine_google.com/
Downloading GAE SDK : http://code.google com/appengine/downloads html
Python Getting Started Gude: http://code google.com/appengine/docs/python/ gettingstarted/

Java Getting Started Guade:  http://code google com/appengine/docs/java/gettingstarted/

Quota page for free service: http://code google com/appengine/docs/quotas html#Resources

Billing page 1f you go over the quota:
hitp://code.google com/appengine/docs/lling html#Billable Quota Umit Cost
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= This is essentially a PaaS Cloud.

= Windows Azure run its cluster hosted at Microsoft's datacenters
that manages computing and storage resources.

* One can download Azure development kit to run a local version of
Azure. It allows Azure applications to be developed and debugged one
the windows 7 hosts.

= All cloud services can interact with traditional MS software
applications such as Windows Live, Office Live, Exchange Online,
etc.

= |f offers a Windows-based cloud platform using Microsoft
virtualization technology.

= Applications are built on VM’s deployed on the data-center services.

= Azure manages all servers, storage and network resources of the data
center.
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Microsoft Windows Azure ' I < .
ez o> Master of Engingering in Internet of Things

User applications
Windows Office Exchange SharePuoint Dy namic
: live live online onling on- CRM online :
:lll IR R LA RN R R R RN RN R R R RN R R R RO RN R R RN R R LR RN RN LR P L R R PR R R R P R R R R RN RN R R RUR RN llllllllll;
r —————— e e =
| Azure senvice platform |

|
: Live senice MNET SaL SharePaoint Dvnamic CRM |
| on-line senice service service on- service 1
| |
| Windows Azure !

I
: Compute service Storage sernvice Development environment |
I I
I Windows Azure controller :
I |
: Hardware platform (Server and storage, and networking) |
I I
O O O O O . O O . O O O O O O O O O O O O S O O O O O O O O — — I

FIGURE 4.22

Microsaft Windows Azure platform for cloud computing.
[Courtesy of Microsoff, 2010, hitp:Veww. microsoff.comwindowsazune)
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* Cloud providers install and operate application software in
the cloud and cloud users access the software from cloud
clients.

= The pricing model for SaaS applications is typically a
monthly or yearly flat fee per user, so price is scalable and
adjustable if users are added or removed at any point.

= Examples of SaaS include: Google Apps, innkeypos,
Quickbooks Online, Limelight Video Platform,
Salesforce.com, and Microsoft Office 365.
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Layered Architecture
Crosscutting Layers

* Administration Layer
* Deployment
* Configuration
* Monitoring
* Life cycle management

* Business Layer
: Metering, Billing, Authentication, and
. User management

21/07/2024 add your logo
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Cloud Architecture:
IoTraln
Cloud Players Maste of Engineering i nternet of Things

L}
[ —

GBI
Leddig ssaumsng

111l

= High-value SPs

mfjmlim

" Intermediarie

'l-'i-
=l

Basu:'SPs

% Infrasiructu re SPs

21/07/2024 add your logo 51

|

[
i




>yloTrai
Y 10 1 Faln
Cloud Players Maste o Engineering inInternetof Things

Cloud infrastructure service providers — raw cloud resources
laaS (infrastructure-as-a-service)

Cloud platform providers — resources + frameworks; PaaS (platform-
as-a-service)

Cloud intermediares — help broker some aspect of raw resources and
frameworks, e.g.,

server managers, application assemblers, application hosting
Cloud application providers (SaaS)
Cloud consumers — users of the above
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Cloud Players: Providers 0 | rain

S Masfe‘rﬁof Engineering in Internet of Things

Programmatic access via Web Services and/or Web APls

“Pure” virtualized resources T

i le
CPU, memory, storage, and bandwidth : azon
Data store webservices

'clnud Computing

VersLs Emwm:ﬂ:mmrmm
Virtualized resources plus application framework
(e.g., RoR, Python, .NET) ._

Imposes an application and data architecture Google App Engine

Constrains how application is built ® Live Mesh ...
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Infrastructure-as-a-Service

Providers

Service or tool

Master of Enginering in Internet of Things

Organization

Description

Amazon Elastic Compute Cloud (EC2) Virtual servers IaaS > RS > VRS
Dvnamo Key-value storage system laaS = RS = HIS
Simple Storage Service (53) Storage buckets laaS > IS > BIS
SimpleDB Database -as-a-Service laaS = 1S = HIS
CloudFront Content Delivery IaaS = IS = HIS
5058 Queueing services laasS =I5 = HIS
AppNexus AppNexus Cloud Virtual servers laaS = RS = VRS
Bluelock Bluelock Virtual Cloud Computing Virtual servers IaaS > RS > VRS
Bluelock Virtual Recovery Disaster Recovery laaS > IS > HIS
Emulab Emulab Network Testbed Network testbed IaaS = RS = PRS

21/07/2024

add your logo
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Infrastructure-as-a-Service
Providers (cont’d)

Master of Enginering in Internet of Things

0 3 »
ENKI ENKI Virtual Private Data Centers On-demand virtual data center IaaS > R5 > VRS
resources
EU Reservoir Open Nebula Open source virtual infrastructure IaaS = RS = VRS
project engine
FlexiScale FlexiScale Cloud Computing Virtual servers Iaas > RS = VRS
GoGrid Cloud Hosting Virtual servers IaaS > R5 = VRS
Cloud Storage Disk storage IaaS > IS > BIS
Google Google Big Table Distributed storage system IaaS = IS = HIS
Google File System Distributed file svstem Iaas = IS = BIS
HP iLO Lights out management IaasS = RS = PRS
Tycoon Market-based system for managing |laaS > RS > VRS
compute resources in clusters
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Players: cloud PloTrair

| il 1
intermediaries X Vagteraf ngneringn nenet o Things

Resells (aspects of) raw cloud resources, with added value
propositions
Packaging resources as bundles

Facilitating cloud resource management,
e.g., setup, updates, backup, load balancing, etc.

Providing tools and dashboards

Enabler of the cloud ecosystem

RICGHTSCALE"
tmorph

el enomanh

; \
&% 4| heroku cohesiveFD)
assemble. deploy. manage /:;

& Zimory
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Players: Application CloTrain
P roviders “ Maser o Engineering i nternet o Things

Software as a Service (Saas):
Applications provided and consumed over the Web

Infrastructure usage (mostly) hidden

GOUSIE

Apps
I_,,E usage T

sa[cyf)rce.com@ Do live Sammmr ¥EHue

) Tk 854 | # b el el
@Jccﬁs On Demand. = Do o Doagh Bl

== Coorirals meskrpy ard compasy * Crweaiop shmerg for beam
i sach aharice ol padan, Infearrasi i,

Wi Gregls Talk . Gazerily nd zzreplancs

i F-'HI ;e ol giund e 8 D oraal kol el oy
dniwled muasages.
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Human as a Service

»>Huaas (Human as a Service)

Lo~ Master of Enginering in Internet of Things

e.g., Amazon Mturk provides crowdsourcing
applications in terms of Human Intelligent Tasks (HITs)

Prediction of events
[Je.g. lowa Electronic Markets,

Information
aggregation
service

crowdsourcing

21/07/2024 add your logo

Enabling Collective
Intelligence, e.g. Surveys
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Human-as-a-Service -

: o L .
Providers Lo~ Masterof Engingering n Internet of Things

Organization  Service or ool Description
Amazon Mechanical Turk Scalable workforce Huaas » CS
Digg.com Digg.com News agaregation Huaas > C5 > IAS
The University of lowa Electronic Markets Future markets based oneconomic | Huaa$ > CS > [AS
[owa and political events
Youtube Youtube Video portal Huaas > CS

“In India Cloud Computing is projected to grow from a 50 Million industry in
2009 to a $15 Billion Industry in 2013”

S. Greengard “Cloud Computing and Developing Nations,”
Communications of the ACM, May 2010.
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amazonmechanlcal turk i . RAdIly ATl | ACCOUNL 2EWLINGS | 31gn WUt | Aeip
| | 204,972 HITs
Ak f | | N
Artificial Artfficial Infelligence ~ Your Account | HITS | Qualifications available now
AllHITs | HITs Available To You | HITs Assigned To You
I for which you are qualified
Find |HITs lw| containing that pay at least § 20,00 0 require Master Qualification @

HITs that pay at least $20.00
1-3 of 3 Results

Sortby: HIT Creation Date (newest first) El @ Show all details | Hide all details
(Wnrk On a Simple Survey! EMMMMW
Requester: Richard Partridge HIT Expiration Date: Apr 26, 2012 (6 days 23 hours) Reward: $22,09
Time Allotted: 35 minutes HITs Available: 1
\ /
(‘v’uicemail Transcription A221353 (audio length: 1 hour 27 minutes 24 seconds) Take Qualification test Take Qualification test (Whyv?) | W\]
Requester: Speechink HIT Expiration Date: Apr 19, 2012 (42 minutes 11 seconds) Reward: $34,96
Time Allotted: 5 days HITs Available: 1
) | 4
(mwww Take Quaification test Take Qualification test (Why?) | View a HIT in this qruun\l
Requester: Speechlnk HIT Expiration Date: Apr 19, 2012 (40 minutes 37 seconds) Reward: $20.18
Time Allotted: 5 days HITs Available: 1

P VAV YDAV |
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What is Cloud Computing ?

Services of Cloud Computing,
What can we do with Cloud Computing?

Challenges with Clouds and Cloud Types

Cloud Computing and The loT
The Internet of Things
Applications of loT: Biomedical, Wearable Technology, Smart Cities

Conclusions
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What can we do with @‘ OTre |
LU, ket v W

Clouds reduces the need for advanced computing
resources at the clients side

» Clients can use inexpensive small Net Books
mobile phones to use cloud resources and
virtually have the processing power and
storage of an expandable computing system

»No need to buy software or software licenses
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What can we do with 9

Clouds? .’6 Master of Enginegring in Internet of Things

< ﬁ/g
Tablet Mocliments Training / Notebook
coleridar Database Presentations
(r;h/’ Storase Collaboration Finance<\¢j
\_/ Spreadsheets Contacts
Email

Q@D

Smartphone

Desktop

Cloud Computing

Having secure access to all your applications and data from any network device
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What can we do with PloTrain
Clouds? .36 Master of Eninegring inItemnetof Things

» Data is no longer confined to the local storage,
users will be able to access data and
applications from anywhere at any time. There
is no more lost data due to hard drive failures

» Hospitals, Companies, Corporations, and
Universities would save money on IT support,
and No need for space to house expensive
hardware and software servers
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Cloud Computing and E-Learning
With Unlimited Resources
A Short Video

http://www.youtube.com/watch?v=bmZL-

5h5zeE&feature=channel&list=UL

add your logo 65
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What is Cloud Computing ?

Services of Cloud Computing,
What can we do with Cloud Computing?

Challenges with Clouds and Cloud Types

Cloud Computing and The loT
The Internet of Things
Applications of loT: Biomedical, Wearable Technology, Smart Cities

Conclusions
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Cloud Computing 9
Challenges

Cloud Computing Challenges:
Dealing with too many issues (Courtesv of R. Buyya)

e

21/07/2024 add
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Challenges/Issuesin Cloud @

Computing S0 Moo Engieering n ntemet of Things

Q: Rate the challenges/issues ascribed to the ‘cloud/on-demand model
(1=not significant, 5=very significant)

74.6%

Security

Performance 63.1%

Availability 63.1%

Hard to integrate with in-house IT 61.1%

Not enough ability to customize [ 55,8
Worried on-demand will cost more [ 50-4%

Bringing back in-house may be difficult [ 50.0%

Regulatory requirements prohibit cloud [ (49.2%

Not enough major suppliers yet H 44.3%

T T T T T

0% 10%  20% 30% 40% 50% 60% 70% 80%
% responding 4 or 5

Source: IDC Enterprise Panel, August 2008 n=244
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Challenges with Clouds 3@,»4

ez o> Master of Engingering in Internet of Things

Provide Support to different types of users and developers
alike, Integration with different clouds

X A A

Service
Providers

Deployment/
Management

— A

I i

V' A 2 A 2
b Service Service Servnce Service
5% Infrastructure i
28 D D) [
Sy Interface
Infrastructure
Mana&ement
Virtualization Virtualization Virtualization Virtualization Virtualization
Layer Layer Layer Layer Layer
oS os os os os
HW HW HW HW HW

Infrastructure Provider
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The RESERVOIR EUC Project |0T|'a|n

o2 Master of Engineering in Internet of Things

http://www.reservoir-fp7.eu/, 2008-2011 Tf) resolve the
different cloud

Infrastructures
Problem.

Cloud Computing
Framework (laas)

Claudia

COpenMebula

Provides

Open source
Framework

Ken, KV,
Vi \Ware, ..
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Challenges with Clouds |0Tl'f3in

o2 Master of Engineering in Internet of Things

= The RESERVOIR Framework: The Claudia Service Manager

= Provides a Service Management toolkit to deploy and
control the scalability of service among a public or private
laaS Cloud.

Claudia

Cloud Dashboard
{EzWeb GUI)

Service Manager Interface (REST)

Monitoring gfeerv'f;]ee Scalability &
(WASUP) 2 Optimization
Manager

OC-pen Id Computin Interface (EST

Virtual Infrastructure Manager =4 bl S aus] 4

4 Infrastructure )
N } —

21/07/2024 add your logo 71



. . ® :
Challenges with Clouds |0Tl'a|n

9 Master of Engineering in Internet of Things

= The RESERVOIR Framework: The OpenNebula Virtual

Execution

= A tool to build any type of Cloud deployment to m‘a:]'f\"a?ggas:r

the virtual infrastrge 5
OCs Userand
Administrator Interface

Cluster or
Data Center
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Public, Private & Hybrid N,
Clouds .’6 Master of Enginegring in Internet of Things

T R T O S s
4 A typical public cloud : Dataicenter 2

Cloud servh : | Server cluster (VMs)
queues A :

| |
| =
| : = |
: C =
| Platform frontend Cloud storage :

- (web service API) | L e P
i |y e S ——— =
-~
To users or other public / _- a
clouds over the Internet / -
-~

=ZIIE IBM Blue Cloud \
T gt Sy e _l The Internet '

[——-—

I A hybrid Public Google
cloud Salesforce App Engine
| Force.com )
I Private cloud , — Ao
[ (IBM RC2) An
: Intranet | Cloud users [
| |
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Types of Clouds: IoTraln
Private Clouds

Master of Enginering in Internet of Things
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Public Clouds and Service . .
Offerings

Individual users Organization users
.T F 1
Application provider (Saas) ‘

Cloud platform provider (Faas)

[

Cloud service provider (laas)

1 1

Hardware provider I Software provider

FIGURE 4.19

Kaoles of individual and organizational users and their Interaction with cloud providers under various cloud
sarvice models.
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Master of Enginering in Internet of Things

Table 4.5 Five Major Cloud Platforms and Their Service Offerings [30]

Model
PaasS

laas

Saas

Virtualization

Service
Offerings

Security
Features

Uiser
Interfaces

Web API

Programming
Support

BlueCloud,
WoA, RGE
Ensamblas

Lotus Live

S04, B2,
T=AM, BAD,
Wizbh 2.0
WebbphereZ
and Powearyi
tuned for
protection

Yas
A

Amazon

AWS

= and X=2n

BCZ, 83,
SimpleDB

FEl, WFM,
EBS to
recover from
failurs

=
command--ine
tools

Yes

Google

App BEngins
(GAE)

Gmall, Docs

Application
Container

GFS, Chubby,

BigTable,
MapRaducs
Chubby locks
for security
enforcemeant

Webbasea
Aadrmin.
consols

Yasg

Python

Microsoft

Windows
AFura

Windows
AZurs

MET sandce,
Crynamic CHREM
05 leval!
Hyps-V

Liva, SOL
Hotrmail

RHeplicatad
data, rule-
bhasad accass
control
Windows
Azure portal

Yas

MNET
Framework

Salesforce |

Force.com

Online CSREM,
Gifttag

Apes, visual
force, record
security
Adminsrecord
security, uses
matadata AFI

Yes

Note: VWA WebSphere ClouwdBurst Apphance; RCE: Research Compute Cloud; RAD: Rational Apphcation Developer
S04 Service-Orniented Architecture; TSAM: Thol Senvice Aufomation Manager, ECE: Elasfic Compute Cloud: 530 Simple
Storage Sendoe; SIS Simple Queus Sanvice; GAE: Google App Engine; AWVS: Amason Web Senvices; S0 Struciuned
Cluwery Language, EBS: Hasfic Block Siore; SR Consumer Relafionship Management.




Public Clouds vs. Private PloTrain
Clouds X2 oserfghetig e g
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Public Clouds vs. Private PCloTrain
Clouds (cont’d) o2 Master of Engineering in Internet of Things
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Types of Clouds: Hybrid |0Tl' ain
Clouds Master of Engineering in Internet of Things

" maz

- Elastlc:
ﬁ Hosts |

b
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Types of Clouds: Federated
Clouds

21/07/2024 add your logo 80



Cost-Effectiveness in Cloud o
.‘

Computing vs. Datacenter S0 torftgneeingn nemetof s

T T Y 1o 2 et S S S
" (Courtesy of M. Ambrust, et al 2009)

UserHours_ g = (revenue — Cost_ 41 =

Costy
UserHours [ rEvenus — Sataes nier
dataccater ™ A Utilization )
A
20 2
7 000 ©
// iz s
% ettt 7 _—Variable costs in -
equipment ]
/////////////// > _— . operational expenses -
Number of users Number of users
(a) Traditional IT cost model (b) Cloud computing cost model
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IoTrain

Lz o~ Master of Enginegring in Internet of Things

Platform-as-a-
Cloud consumers

Individual users | Other clouds :
service

MNeed raw MNeed fo outsource| Need resources on which to instantiate
infrastructure excess workloads | services (Web, databases, and so on) for their users

(a)

Cloud toolkits currently do not use
virtual infrastructure managers and,
Amazon EC2 instead, manage VMs themselves Cloud

and other directly, without providing the full set management
of features of VI managers

public clouds
VMware vSphere
OpenNebula and others VI management

VMware ] VM managers

(b)

(c)

o || o

(d)

FIGURE 4.4
Cloud ecosystem for building private clouds: (a) Consumers demand a flexible platform; (b) Cloud manager
provides virtualized resources over an laaS platform; (c) VI manager allocates VMs; (d) VM managers handle

VMs installed on servers.

(Courtesy of Sotomayor, et al. [68])
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ClUsers > ~—
",,,-""‘ SaaS
,,.
o VT, Billing
PaaS Billing Q iais
~ aunch = Monitor
Launch Q S Monitor Q ctrir

Distributed
file system

FIGURE 4.5
The laaS, PaaS, and SaaS cloud service models at different service levels.




Challenges in Cloud 9
. 2
Computing (1) o

S Masterof Engineering in Internet of Things

= Concerns from The Industry (Providers)
= Replacement Cost

= Exponential increase in cost to maintain the infrastructure
Vendor Lock-in

= No standard API or protocol can be very serious
Standardization

= No standard metric for QoS is limiting the popularity
Security and Confidentiality

= Trust model for cloud computing
Control Mechanism

= Users do not have any control over infrastructures
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Challenges in Cloud . . :
Computing (2)

® Concerns from Research Community :
» Conflict to legacy programs
=  With difficulty in developing a new application due to lack of control
> Provenance
= How to reproduce results in different infrastructures
» Reduction in Latency
* No specially designed interconnect used
= Very low controllability in layout of interconnect due to abstraction
» Programming Model

= Hard to debug where programming naturally error-prone

= Details about infrastructure are hidden
» QoS Measurement

= Especially for ubiquitous computing where context changes
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Security and Trust Barriers ¢ @ f
in Cloud Computing Master of Enginegring i Internet of Things

" Protecting datacenters must first secure cloud resources and
uphold user privacy and data integrity.

= Trust overlay networks could be applied to build reputation
systems for establishing the trust among interactive
datacenters.

= A watermarking technique is suggested to protect shared
data objects and massively distributed software modules.

= These techniques safeguard user authentication and tighten
the data access-control in public clouds.

= The new approach could be more cost-effective than using
the traditional encryption and firewalls to secure the clouds.

21/07/2024 add your logo 36



Security Aware Cloud CloTrain
Platform ?6 Master of Engingering i Intemet of Things

A public
cloud

Data centers

Cloud platform provisioning of virtualized compute, storage,
and network resources plus software and datasets from multiple
data centers to satisfy the demands of multitenant applications

Trust delegation, reputation
systems, and data coloring for

A
|
|

I
I
I
I
I
I
I
v I
I
I
I
I
I
I
I
I

protecting cloud resources
provisioned from data centers " Resource provisioning, virtualization,
L .
management, and user interfaces
7'y
|
|
|
v
> Services catalogs Security and performance
| monitoring
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Cloud Service Models &
Security Measures Master of Engimegring inInternet of Things

Cloud service models

Security, privacy, and copyright protection measures
L needed at various cloud service levels
Applications

- Applications Binary analysis, scanners, WebApp firewalls,

APls transactional security, copyright protection

Data loss protection, common log file,
Data gy ctadata - Data/information database activity, monitoring, encryption,
data coloring (watermarking)

____________________________

[ Integration OS and J

Government risk management and compliance,
- Management  identity and access management, virtual
e T ' machines (VMs), patch management

middleware

. Network IDS/IPS, firewalls, data processing
M)  Networking information, Anti-DDoS, QoS, DNSSEC

- Trusted Hardware and software RoT and APIs,
computing trust-overlay and reputation systems

Compute and  IDS/IPS, host-based firewalls, integrity and

storage fire/log management, encryption, masking

laaS
. E Acronyms:
: PaaS i ) . .
! ! IPS: Intrusion-prevention system
e ' RoT: Root of trust

SaaS DDoS: Distributed denial of service

DNSSEC: Domain Name System Security Extensions
21/07/2024 QoS: Quality of service 38

(a) Cloud service models (b) Security, privacy, and copyright protection measures
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What is Cloud Computing ?

Services of Cloud Computing,
What can we do with Cloud Computing?

Challenges with Clouds and Cloud Types
Cloud Computing and The loT

The Internet of Things
Applications of loT: Biomedical, Wearable Technology, Smart Cities

Conclusions
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The Internet of Things PloTrain
‘

Any TIME connection

= Qutdoors and indoors
= Might

“Draytime

= Indoors (away from the PC)

- At the PC
o Ay PLACE connection

- Between PCs
* Humanto Human (H2H), not usinga PC

= Human to Thing (H2T), using genernc equipmant
= Thing to Thing (T2T)

Any THING connection
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The Internet of Things PlaTrain

* “loT represents the most potentially disruptive
technological revolution of our lifetime. With 50 to 100
billion things expected to be connected to the Internet by
2020” Guest Editors' Introduction, IEEE Computer, Jan 2013

T ien o
e =
@I ()
f \ I l
| .=y o |
\ J 2 \ /
e ThingWoerx F e /
Mining _— “\ Cil & Gas
e )
\ ) -~ \ ’,' \ J
N / | ; ‘ # /' = _/,/
\~-_—_,‘/ | / ) - -
Automaotive \'\___ R, > \‘\‘_ --_!/»’ Utilsties
Life Sciences Manufacturing

21/07/2024 add your logo 91



What is the Internet of 9 f
Thin gs, loT Master of Engineering n Internet of Tings

* “The term Internet of Things (loT) describes several
technologies and research disciplines that enable the
Internet to reach out into the real world of physical
objects”

* “Technologies such as RFID, short range wireless
communications, real-time localization, and sensor

networks are becoming increasingly pervasive, making the
loT a reality”.
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The Internet of Things (loT)
Architecture

= Adopted from Ref 1 ch. 9

Application
layer

Metwork

layer

Sensing
layer

FIGURE 9.15

Merchandise
tracking

Environment
protection

Intelligent
search

Tele-
medicine

Intelligent
traffic

Smart
home

-

4]

L

~_\ /[

k=

Mobile
telecom

e

T

RFID label

Cloud computing

platform

vy

Sensor
network

Sensor nodes

network

_‘:’:—_ﬁ-—-“x_____

e

M

Information

_>_/

GPS

Road navigators

The architecture of an loT consisting of sensing devices that are connected to various applications via

networks, the Intermnet, and processing clouds.
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http://www.amazon.com/Distributed-Cloud-Computing-Parallel-Processing/dp/0123858801/ref=sr_1_3?s=books&ie=UTF8&qid=1355949657&sr=1-3&keywords=distributed+computing

A Cloud Service Architecture YloTrain

for loT 2S Mester of Engineering mlnternetoﬂhings

Y. Wang and X. Zhang (Eds.):

10T Workshop 2012, ITIEE"igEﬂEE
CCIS 312, pp. 559-564, 2012. Application of Cloud-based Service for loT service
© Springer-Verlag Berlin

Heidelberg 2012
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~ O H s ST
Disparate HTC Systems HPC Systems Nz:);geneous HPC: ngh-
Nodes :
E, Performance
File sharing High Speed

Computing

. Centralized
2:.:2::“ P2P Network Clusters or MPPs S
HTC: High-
Geographically Spars J Disparate Clusters Throughput
Computiational Computing
and Data Grids
Service-Oriented RFID and

Architecture (SOA) ’ \ i PoP:
Virtualization Peer to Peer
Web2.0 Services Internet of Things

MPPs: Massively
Parallel Processors
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Cloud Computing and loT 5%

ou omputing and 1o .36 Master of Enginegring in Internet of Things
HPC for high-performance computing, which is oriented for
scientific computing, such as and engineering

and manufacturing applications.

HTC for high-throughput computing, which is oriented for

business computing, such as Internet searches and web

services.

Both HPC and HTC systems emphasize and
computing. Future systems must also satisfy the

huge demand in computing power in terms of

> and



Cloud C ti d loT )
ou omputing ana 10 Master of Enginegring in Internet of Things

Information processing can be done more efficiently on
large farms of computing and storage systems accessible via

the Internet.

— initiated by the National Labs in the early 1990s;
targeted primarily at scientific computing.

— initiated in 2005-2006 by IT companies and
targeted at enterprise computing.

The focus of is on the business model for
providing computing services; it often requires a cloud-like
infrastructure.

is a path to utility computing embraced by
major IT companies including:

Amazon, HP, IBM, Microsoft, Oracle, and others.
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Cloud Computing and loT

9 Master of Engineering in Internet of Things

. large scale simulations in science and
engineering require large volumes of data. Multimedia
streaming transfers large volume of data.

. transferring large volumes of data
requires high bandwidth networks.

Low-latency networks for data streaming, parallel
computing, computation steering.

The systems are accessed using running on
systems with limited resources, e.g., wireless devices such
as smart phones and tablets.

The infrastructure should support some form
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Cloud Computing and loT

9 Master of Engineering in Internet of Things

Computing Paradigms:
Centralized computing, Parallel computing

Distributed computing, Cloud Computing

Alternatives could be concurrent computing, ubiquitous computing, and
Internet computing.

loT = networked collection of everyday objects including
computers, sensors, humans, etc.

Internet Clouds = the result of moving desktop computing to
service-oriented computing using server clusters and huge
databases at data centers.
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Parallel and Distributed
Programming

" oOlre 1R

Madel
MPI

MapReduce

Hadoop

Pescrioti

A library of subprograms that can be
called from C or FORTRAN fo write
paraliel programs running on distributed
computér systems [6,2842]

A Web programming model for scalable

data processing on large clusters over
large data sets, orin Web search

operations [16]

A software library to writé and run lame
user applications on vast data séts in
business applications (hitp:/hadoap
apache.org/core|

Table 1.7 Parallel and Distributed Programming Models and Tool Sets

Features

Specify synchronous or asynchranous
point-to-point and collective
communication commands and 1O
operations in user programs for
message-passaing execution

Map function generates a set of
ntemediate keyivalue pairs; Heduce
function merges all intermediate values
with the same key

A scalable, economical, efficient, and
reliable tool for providing users with
gasy access of commercial clusters
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L2 Master of Engineering in Internet of Things

B Vieb services

B Datacentres .

B Ltility Computing Technology ;[::n:::ﬁ

B Service Computing Convergence anﬁ HPL in
B Grid Computing | Scientific

B P2P Computing Applications
B (Qoud Computing

Computing Paradigms

B Ubiquitous : Reliable and Scalable
B Autonomic : Dynamic and Discovery
B Composable : QoS, SLA, ete.

Attributes/Capabilities
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Cloud, Big data and loT |0Tl'all'l

9 Master of Engineering in Internet of Things

Source: Ovidiu Vermesan “Internet of Things — Converging technologies for smart environments and integrated ecosystems”
Riverpublishers, 2013.
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Cloud, Big data and loT
oa

=0 9 Master of Engineering in Internet of Things

* From stand alone PC to the Cloud-based loT

1st Phase — Stand Alone Computer 2nd Phase — The Web

Web Sites

'

4th Phase — Cloud + loT
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Cloud, Big data and loT 9 |
(CO nt'd ) Master of Engimegring inInternet of Things

= A category of technologies and services where the
capabilities provided to collect, store, search, share, analyze
and visualize data which have the characteristics of high-
volume, high-velocity and high-variety.

Data Data Data Data

Collection Processing Analysis Execution
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Cloud, Big data and loT O :
(CO nt’d ) @36 Masterof Engineering in Internet of Things

= Big Data is not just about volume
= Volume, Velocity, and Variety
" Geo-distribution from loT

= Technical aspects
= Data collected and stored continues to grow exponentially
= Data is increasingly everywhere and in many formats
= Traditional solutions are failing under new requirements
=>» Aggregate and process data from Things in the Cloud
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Cloud, Big data and loT .‘ oTrain

Internet of Things

(The ongoing convergence of
evolution of devices)

Computing
Clouds

(Deployment of large
shared infrastructure)

(Accumulation of data from
sensors and social networks)
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Vision - Interdisciplinary O :
fusion revolution S0 Masterof[ngmeermgmlnternetoﬂhmgs

= Ubiquitous connectivity

= Allowing for whenever, whoever, wherever, whatever types of
communications

= Pervasive reality

= For effective interface to provide connectable real world
environments

= Ambient intelligence

= Allowing for innovative communications and providing increased
value creation.
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Cloud, Big data and loT 9

(CO nt’d ) .36 Master of Enginering in Internet of Things
= Data stored in the “Cloud”
= Data follows you & your devices S
Contents
= Data accessible anywhere :cOmput'mg
= Data can be shared with others ECOmmu'mcaﬁon
Connectivity

\. J
e N

Any Time

I Aan\IIhere

Any Service

Any Network
) I

Any Object
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Integration of Clouds and O :
the loT 2Se Vasera Enginegring in Internet o Things

= Combining clouds and the loT
= To support required resources to increasing heterogamous objects

= To meet the dynamic computational needs of environmental
applications with existing sensor network technologies

= Benefits

= The cloud can work on behalf of the object for increasing availability,
maintaining performance and scalability.

= The cloud can support resource continuity so that objects move
freely changing access technologies while using resources from the
same cloud.
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Key features of clouds to 9 =i
support the loT Master of Enginegring in Internet of Things

= Several features available in clouds are requirements of
resource-constrained objects
= Flexibility of resource allocation
= More intelligent applications
= Energy saving
= No on-site infrastructure
= Heterogeneity of the smart environment
= Scalability and agility
= Virtualization
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A conceptual diagram for the cloud-based Internet of Things

Smart
Cloud -based Services of Things Services

/ Cloud Computing \
Service

Software Platform Infrastructure Provisioning
(Saas) (Paa$) (1aaS) &
Management

(Security, OAM,

. Self Management
Virtual Resources 8 )
\ (Control, transport, computing & storage, access resourc /

Ubiquitous Access/
Seamless Connectivity
Smart
Environment

Objects (Remote Monitoring and

s o el e Information Devices, Contents)

21/07/2024 add your logo 111



Public
cloud

Cloud management
server

EEI domain

Network
domain

Network

control

system

Public resource management,
QoS management, Service
invocation, Admission control

/Location management,
Service exposure, Billing,
Identity management, Service

Local cloud
Home i
| cloud H
Obiject
domain

e '&«

Bluetooth/

—
ZlgBee/ WiFi

g

S

indoor objects
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Challenges for future -‘
standardization

= Technical consideration for standardization
* Object naming
= Virtualization
" |nter-clouds
= Distributed clouds (edge clouds)
= Security
= Geo-distribution
= Mobility considering mobile objects
= Resource provisioning for constraint objects
= Application-awareness
= Big Data considering dynamics of traffic pattern
= Connected objects and interdisciplinary fusion services
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= Conclusion:

= The cloud-based loT service environment
"= Combines the cloud computing, big data and the loT

= Aims to efficiently support various services using cloud and
analytics technologies from different kinds of objects (e.g., devices,
machines, etc.).

= Standardization

" The relevant standardization efforts for realization of the cloud-
based loT need to be accelerated with special consideration of their
commercial viability.

= Q11/13: a new work item on “cloud-based loT” (living list)
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What is Cloud Computing ?

Services of Cloud Computing,
What can we do with Cloud Computing?

Challenges with Clouds and Cloud Types

Cloud Computing and The loT
The Internet of Things
Applications of loT: Biomedical, Wearable Technology, Smart Cities

Conclusions
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Biomedical Applications .‘ P
loT in Telemedicine

Hospital
or
medical center
server PC
0 S—

IEEE802.15.4/
ZigBee compliant
communications

Doctors
mobile PDA

g T e () S

Body \
sensor Wearable devices Q ‘
node (chest belt, wrist band, efc... )
networks
Patient's
mobile phone Doctor’'s
mobile phone ]

FIGURE S.19

An example of how measured data can be transferred to doctors or medical professionals using a wireless
sensor network.
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Biomedical Applicationsand ;_©
loT S0 agterof Enginering i ntenet of Thigs

http://www.biomedical-engineering-
online.com/content/11/1/95/abstract

Estimation of human trunk
movements by wearable strain
Sensors and improvement of
sensor's placement on
Intelligent biomedical clothes:
The proposed technologies
and methods would offer a low-cost
and unobtrusive approach to trunk
motor rehabilitation
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Biomedical Applications D1 ‘
Research to Control Epilepsy Mster of Engineering in Intennet o Things

= Predict when a seizure is likely to occur, by analyzing

= mathematically what happens in the brain just before a seizure

= http://themelbourneengineer.eng.unimelb.edu.au/2012/03/biomedical-engineers-
research-to-control-epilepsy/

= A better understanding of how electrical stimulation interacts
with neural tissue may not only provide relief for epilepsy
sufferers, but could have therapeutic benefits across a range of
neurological disorders.

= - Design a medical bionics device, similar to a bionic ear, that can
predict and control seizures.

= - David Grayden, Electrical and Electronic Engineering, the
Melbourne School of Engineering.
* Epilepsy Watch to track and analyze the severity of

seizures

= http://magazinescanadafr.zinio.com/reader.jsp?issue=416228617&o0=int&pr
ev=sub&p=55
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Wearable Technology: The PCloTrain
Smart Shirt L2 Master of Enginegring i'nlnternetoﬂhings

First Responders at Site

Smart Shirt:

Collects and Moves Data;
Comfortable, Lightweight
Washable, Durable

; Race Car Driver
Smart Shirt Controller:

Stores and/or Transmits Data
Selects Best Transmission Method

Data Transport Through Appropriate il § —
Communications Infrastructure - “_

Off-Site Remote Monitoring and
Triage Station

Smart Shirt in the Field ...




Wearable Technol Ry loTrair
earapie iecnnoiogy S0 ot Egineeingnnemetof s

=\WOVEN, the e-Wearable Platform

http://wearablegames.eu/platform/

* WOVEN is a piece of garment loaded with bend and heart-
rate sensor as input, speakers, shake motors and e
12x12 pixel LED display

*  WOVEN links up with the virtual world via a Bluetooth
wireless link to connect to the internet via smart-phones
with it’s apps or notebooks

= http://www.talk2myshirt.com/blog/arc

21/07/2024 add your logo 120


http://www.talk2myshirt.com/blog/archives/5857
http://wearablegames.eu/platform/
http://www.talk2myshirt.com/blog/archives/5857

W bl T h I '; B Tr =DIN
carave meno sy .36 Master o Engnering i It of Thingg

= Google’s Glass high tech eyeglasses G |_ /| S S

A user interface for important information from cell phones
Includes Display, Camera, Audio, WiFi & Bluth, 16GB storage,
Connects to MyGlass App. http://imwww.google.com/glass/start/
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Build Your Own Google D1 :
Glass Master of Enginegring in Internet of Things

" Rod Furlan “Build Your Own Google Glass: A
wearable computer that displays information and

records video”, IEEE Spectrum January 2013.

= Built with components bought on-line from a discontinued head-
mounted display

= Uses a fourth-generation iPod Touch processor

= Extracted a micro-display and the optics required to focus the
image properly

" Mounted the components on a pair of plastic safety goggles.

= Creating the software and hardware for Such a “brain prosthesis” is certainly
within the realm of possibility for the next decade, and | expect to see these
features drive the mass adoption of the Google Glass technology. —Rod Furlan

21/07/2024 add your logo 122



Build Your Own Google PCloTrain
Glass (cont’d) GO Masteof ngineeringin ntenet fThings

21/07/2024 add your logo 123



» ‘
Smart Cities o
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http://www.libelium.com/top 50 iot sensor applications

ranking/pdf

Smart Grids Energy Consumption monitoring and
managements

Smart Environment Detection of air pollution, water
pollution, forest fires, earthquakes, landslides

Traffic Congestion Monitoring of vehicles and pedestrian
levels to optimize driving and walking routes.

Structural health Monitoring of vibrations and material
conditions in buildings, bridges and historical monuments.

Noise Urban Maps Sound monitoring in special areas and
centric zones in real time.

Smart Parking Monitoring of parking spaces availability in
the city.
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Smart Cities (Cont.) Master of Engineering n Internet of Tings

= http://www.libelium.com/top 50 iot sensor applications
ranking/pdf

* Smart Lightning Intelligent and weather adaptive lighting in
street lights.

* Waste Management
Detection of rubbish levels in containers to optimize the
trash collection routes.

* Smart Roads
Intelligent Highways with warning messages and diversions
according to climate conditions and unexpected events like
accidents or traffic jams.

* Eletromagnetic Field Levels Measurement of the energy
radiated by cell stations and and WiFi routers.
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Smart Cities (Cont.) Master of Enginering in Internet of Things
= ‘Smart’ cities aim to predict — and manage — traffic
future

* Enable real-time bus monitoring and management, to simulate
traffic flow patterns ahead of time

* Deploy and ensure ambulances are assured of green lights and
clear sailing through intersections

* Help commuters avoid

congestion and enable

transportation agencies

to better understand, predict B
and manage traffic flow

RF-ID
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Smart Cities (Cont.) Master of Enginering in Internet of Things

Open road tolling (ORT) or Free-flow tolling
 collection of tolls on toll roads without the use of toll booths

* An RFID tag is used for electronic toll collection

- Users are able to drive
through the toll plaza at
highway speeds without
having to slow down to pay
the toll
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Network topology for online monitoring system of power
transmission line

Data transmission

network
\ ¢ N , “'.‘ ~ /
-I.' ~ 4 ~
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4 é [ @ @ - o \
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@ Sensor node |:| Backbone node o _ 5 Wireless link
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= Check and control things at home:
= temperature control: as in changing the setting of the thermostat
= Security: making sure that doors are locked
= energy management: like lighting control

Smart Home

Control Panel
http://en.wikipedia.org/wiki/Digital home
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=" LG Smart ThinQ

= appliance line,

= Smart Fridge, smart
= robot vacuum,

= eco-friendly washing

e -

- The smart refrigerator with LCD Panel that helps you diet
and

= keeps track of your groceries
http://mashable.com/2012/01/09/lg-smart-refrigerator/
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Middlewares for loT LloTrain
Applications Master o Engineering in ntermet o Things

* The ThingWorx Platform http://www.thingworx.com/
*  Develop application to bring the benefits of

- the connected world to traditional industries

Connect existing business processes to remote and
mobile assets to increase business responsiveness

= and process accuracy

* Connect to new sensors, devices & machines directly
= to gain control over their data, events and services to
= create new processes and enhance existing ones

I o

== =

P _ _\‘\., ':‘/ f > '
;Vi’;;ir_{n:\‘_g/ P /’—‘*—\\ Cil & Gas

e . — _— N\
' \ o === — ~— \
— e e : X (ol >

Automotive \"\7 i ///" ~ S3802: 7__»_/""' Utilsties
Life Sciences Manufacturing
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Middlewares for loT D1 air
App lications Master of Engingering in Iternet of Things

= Example of using the ThingWorx Platform

= Ericsson Connected Vehicle Cloud provided as an option in
Volvo's new cars

http://www.ericsson.com/ourportfolio/transport-and-
automotive-industry/connected-vehicle-cloud

Drivers and passengers: Access applications for
information, navigation, and entertainment from an
integrated screen in the car, designed to minimize the
risk of driver distraction.
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App lications S0 gt Enginegring n Iternet of Tings

= Xively Cloud Services https://xively.com/
° is a web service that enables a user to store,
share and discover real-time data from objects.

* Provides a secure, scalable platform that
connects devices and products with applications
to provide real-time control and data storage
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= Examples of Products

* The Air Quality Egg http://airqualityegg.com/ is composed of a
sensor box that measures nitrogen dioxide and carbon monoxide
levels and a wireless transmitter

A community-led air quality
= sensing network that gives people
a way to participate in the

conversation about air quality
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The Internet of Services D1 :
( I OS) Master of Enginering in Internet of Things

= EU FP7 project: SPaCloS: Secure Provision and
Consumption in the Internet of Services (10S)
http://www.spacios.eu/

* InloS, services are business functionalities that are
designed and implemented by producers, deployed by
providers, aggregated by intermediaries and used by
" consumers.

This prject develops the technological foundations for a
" new generation of analysers for automated security
= validation at service provision and consumption time
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What is Cloud Computing ?

Services of Cloud Computing,
What can we do with Cloud Computing?

Challenges with Clouds and Cloud Types

Cloud Computing and The loT
The Internet of Things
Applications of loT: Biomedical, Wearable Technology, Smart Cities

Conclusions
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nclusion —-
Conclusions S0 astena Exgesring i ntemetofThing

» Cloud Computing emerged to provide elastic or extensible
computing resources

» Cloud Computing provides everything as a service starting
from the computing infrastructure to the applications in
different domains.

»Security and privacy are the biggest concerns of cloud
computing users and developers

» Cloud Computing facilitated the idea of the Internet of
Things with applications in all fields of our daily life
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A cloud approach to the Internet of Things - Ubidots
http://www.youtube.com/watch?feature=player detailpage&v=10QQfAxTOhQ

Internet of Things by Symplio
http://www.youtube.com/watch?feature=player detailpage&v=VfK-D6e3DdQ

The Internet of Things | Fw:Thinking
http://www.youtube.com/watch?feature=player detailpage&v=LVIT4sX6uVs

The Internet of Everything: Relevant and Valuable Connections Will
Change the World

http://www.youtube.com/watch?feature=player detailpage&v=bVNJfUOBzJE

The Internet of Things, by IBMSocialMedia
http://www.youtube.com/watch?feature=player detailpage&v=sfEbMV295Kk
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