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ÁReference slides used for preparing this set of slides: 
ÁSENG 691A Introduction to Cloud Computing and the Internet of 

Things, West Virginia University.

ÁChapter 4, Distributed and Cloud Computing, Kai Hwang, University 
of Southern California)

ÁIBM Cloud presentation 

ÁGyu Myoung Lee, Q11/13 & Q16κмо wŀǇǇƻǊǘŜǳǊΣ ά/ƘŀƭƭŜƴƎŜǎ ŦƻǊ 
Standardization on Cloud Computing and Big Data considering the 
LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέΣ оrd {Dмо wŜƎƛƻƴŀƭ ²ƻǊƪǎƘƻǇ ŦƻǊ !ŦǊƛŎŀ ƻƴ άL¢¦-T 
Standardization Challenges for Developing Countries Working for a 
/ƻƴƴŜŎǘŜŘ !ŦǊƛŎŀέΣ Livingstone, Zambia, 23-24 February 2015. 
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Outline (Topics covered)

ÁWhat is Cloud Computing ?

ÁServices of Cloud Computing, 
ÁWhat can we do with Cloud Computing?

ÁChallenges with Clouds and Cloud Types

ÁCloud Computing and The IoT
ÁThe Internet of Things 

ÁApplications of IoT: Biomedical, Wearable Technology, Smart Cities

ÁConclusions
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What is Cloud Computing ?
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What is Cloud Computing
Utility Computing

üUtility computing: providers rent capacity on computing resources that 
they maintain

üMetered computing: analogous to utiltities  (Pay per use)

üResources often virtualized and shared by multiple tenants

üExample: Amazon Elastic Compute Cloud (estimated $30 
USD/Month for one EC2 Instance for 24hrs/day-7days/week). Pay 
per use option

üAmazon Elastic Compute Cloud (Amazon EC2) web service 
provides resizable compute capacity in the cloud

üDesigned to make web-scale computing easier for developers. 
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What is Cloud Computing

üCloud computing not only provides raw computing resources, but also 
hosts the applications that use these resources.

üApplications usually can be accessed as web services.

üUser data typically stored on provider's file systems.

üUnderlying computing infrastructure concealed from user.

üExample: Gmail, Drive, Dropbox servers are concealed from users
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What is Cloud Computing
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Warehouse-Scale Computer 
(WSC) 

ÁProvides Internet services
ÁSearch, social networking, online maps, video sharing, online 

shopping, email, cloud computing, etc.

Á5ƛŦŦŜǊŜƴŎŜǎ ǿƛǘƘ It/ άŎƭǳǎǘŜǊǎέΥ
ÁClusters have higher performance processors and network

ÁClusters emphasize thread-level parallelism, WSCs emphasize 
request-level parallelism

ÁDifferences with datacenters:
ÁDatacenters consolidate different machines and software into one 

location

ÁDatacenters emphasize virtual machines and hardware 
heterogeneity in order to serve varied customers
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Design Considerations for 
WSC
ÁCost-performance
ÁSmall savings add up

ÁEnergy efficiency
ÁAffects power distribution and cooling
ÁWork per joule

ÁDependability via redundancy

ÁNetwork I/O

ÁInteractive and batch processing workloads

ÁAmple computational parallelism is not important
ÁMost jobs are totally independent
Á¬Request-level parallelismº

ÁOperational costs count
ÁPower consumption is a primary constraint when designing system

ÁScale and its opportunities and problems
ÁCan afford customized systems since WSC require volume purchase
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Typical Datacenter Layout
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Power and Cooling 
Requirements

ÁCooling system also uses water (evaporation and spills)
ÁE.g. 70,000 to 200,000 gallons  per day for an 8 MW facility

ÁPower cost breakdown:
ÁChillers:  30-50% of the power used by the IT equipment

ÁAir conditioning:  10-20% of the IT power, mostly due to fans

ÁHow many servers can a WSC support?
ÁEach server:
Á¬Nameplate power ratingº gives maximum power consumption

ÁTo get actual, measure power under actual workloads

ÁOversubscribe cumulative server power by 40%, but monitor power 
closely
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Measuring Efficiency of a 
WSC

ÁPower Utilization Effectiveness (PEU)
Á= Total facility power / IT equipment power

ÁMedian PUE on 2006 study was 1.69

ÁPerformance
ÁLatency is important metric because it is seen by users

ÁBing study:  users will use search less as response time increases

ÁService Level Objectives (SLOs)/Service Level Agreements (SLAs)
ÁE.g. 99% of requests be below 100 ms
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Modular Data Center
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Cloud Computing

ÁWSCs offer economies of scale that cannot be achieved with 

a datacenter:

Á5.7 times reduction in storage costs

Á7.1 times reduction in administrative costs

Á7.3 times reduction in networking costs

ÁThis has given rise to cloud services such as Amazon Web Services

Á¬Utility Computingº

ÁBased on using open source virtual machine and operating system 

software
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Enabling Technologies for 
The Clouds
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Cloud Computing as A 
Service 
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Virtualized 

servers, 

storage , and 

network for 

cloud platform 

construction
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Cloud Business model
Everything as a service
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Cloud Business model
Everything as a service
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Cloud Services and Major 
Providers 
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Layered Services 
Architecture,ess Support 



Infrastructure as a service 
(IaaS)

ÁMost basic cloud service model

ÁCloud providers offer computers, as physical or more often 
as virtual machines, and other resources.

ÁVirtual machines are run as guests by a hypervisor, such as 
Xen or KVM. 

ÁCloud users deploy their applications by then installing 
operating system images on the machines as well as their 
application software.

ÁCloud providers typically bill IaaS services on a utility 
computing basis, that is, cost will reflect the amount of 
resources allocated and consumed.

ÁExamples of IaaS include: Amazon CloudFormation (and 
underlying services such as Amazon EC2), Rackspace Cloud, 
Terremark, and Google Compute Engine.
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Some IaaS Offerings from 
Public Clouds
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AWS ς a leader in providing 
public IaaS services

ÁEC2 (Elastic compute cloud allows users to rent virtual 
computers to run their own computer applications. It allows 
scalable deployment. A user can create, launch, and 
terminate server instances as needed, paying by the hour 
for active servers.

ÁS3 (simple storage service) provides the object-oriented 
storage service for users. 

ÁEBS (Elastic block service) provides the block storage 
interface which can be used to support traditional 
applications.

ÁAmazon DevPay is a simple to use online billing and account 
management service that makes it easy for businesses 
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AWS ς a leader in providing 
public IaaS ǎŜǊǾƛŎŜǎ όŎƻƴǘΩŘύ

ÁMPI clusters uses hardware-assisted virtualization instead of 
para-virtualization and users are free to create a new AMIs

ÁAWS import/export allows one to ship large volumes of data 
to and from EC2 by shipping physical discs. 

ÁBrokering systems offer a striking model for controlling 
sensors and providing office support of smartphones and 
tablets.

ÁSmall-business companies can put their business on the 
Amazon cloud platform. Using AWS they can service a large 
number of internet users and make profits through those 
paid services.

21/07/2024 add your logo 32



Amazon Web Services 
(AWS)
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!ƳŀȊƻƴΩǎ [Ŝǎǎƻƴ
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Á Down for 3 days since 

4/22/2011

Á 1000x of businesses went 

offline. E.g. Pfizer,Netflix,

Quora, Foursquare,Reddit

Á SLA contract

Á 99.95% availability (<4.5hour 

dowñ

Á 10% penalty, otherwise



L.aΩǎ /ƭƻǳŘ όIaaS)

ÁIBM Cloud is an enterprise grade, full stack platform, 
purpose built for data-intensive AI workloads and cloud-
native application suites, delivered on software definable 
infrastructure.

ÁDeploy the right type of cloud to accelerate innovation
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L.aΩǎ /ƭƻǳŘ όŎƻƴǘΩŘύ
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IBM Cloud architecture

21/07/2024 add your logo 37



IBM is the  
Cloud for Business

ÁInnovate with the latest technologies from any cloud.
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AI
 READY

BUILT FOR ALL YOUR 
APPLICATIONS

SECURE TO 
THE CORE

Create innovative, 
cloud-native apps using 
AI, IoT, blockchain , high 
performance computing 

and other disruptive 
technologies  

Exploit unmatched 
choice and industry 

expertise  

Deploy it where you 
need to on a secure 

network, without 
sacrificing quality 
and compliance



ÁIBM provides tools to help clients manage multi-cloud 
environments

ÁIt was predicted by 2020, more than 90% of enterprises will 
use multiple cloud services and platforms
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ÁMany clients are choosing a hybrid model to address 
evolving needs
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Platform as a service (PaaS) 

ÁCloud providers deliver a computing platform typically 
including operating system, programming language 
execution environment, database, and web server. 

ÁApplication developers develop and run their software on a 
cloud platform without the cost and complexity of buying 
and managing the underlying hardware and software layers. 

ÁExamples of PaaS include: Amazon Elastic Beanstalk, Cloud 
Foundry, Heroku, Force.com, EngineYard, Mendix, Google 
App Engine, Microsoft Azure and OrangeScape.
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PaaS Offerings from Public 
Clouds
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Platform as a Service (PaaS): 
Google App Engine
ÁThis platform allows users to develop and host web application in 

Google datacenters with automatic scaling according to the 
demand.

ÁIt is a free service for a certain limit and it only requires a Gmail 
account to access the services. After the free limit is exceeded the 
customers are charged for additional storage, bandwidth and 
instance hours.

ÁThe current version supports Java, Python and Go as the 
programming languages and Google plans to add more languages 
in the future.

ÁAll billed App Engine applications have a 99.95% uptime SLA. App 
Engine is designed to sustain multiple datacenter outages without 
any downtime.

ÁThe app engine has a few restrictions -  can only execute code 
called from an HTTP request, Java applications may only use a 
subset from the JRE standard edition and Java application cannot 
create new threads.
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Google AppEgine (GAE)
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Microsoft Azure Cloud 

ÁThis is essentially a PaaS Cloud. 

ÁWindows Azure run its cluster hosted at Microsoft's datacenters 
that  manages computing and storage resources. 
ÁOne can download Azure development kit to run a local version of 

Azure. It allows Azure  applications  to be developed and debugged one 
the windows 7 hosts.

ÁAll cloud services can interact with traditional MS software 
applications  such as Windows Live, Office Live, Exchange Online, 
etc.

ÁIf offers a Windows-based cloud platform using Microsoft 
virtualization  technology. 
Á!ǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ ōǳƛƭǘ ƻƴ ±aΩǎ ŘŜǇƭƻȅŜŘ ƻƴ ǘƘŜ Řŀǘŀ-center  services. 

ÁAzure manages all servers, storage and network resources of the data 
center. 
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Microsoft Windows Azure 
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Software as a service (SaaS)

ÁCloud providers install and operate application software in 
the cloud and cloud users access the software from cloud 
clients. 

ÁThe pricing model for SaaS applications is typically a 
monthly or yearly flat fee per user, so price is scalable and 
adjustable if users are added or removed at any point.

ÁExamples of SaaS include: Google Apps, innkeypos, 
Quickbooks Online, Limelight Video Platform, 
Salesforce.com, and Microsoft Office 365.
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Layered Architecture
Crosscutting Layers

ÅAdministration Layer
Å Deployment

Å Configuration

Å Monitoring

Å Life cycle management

ÅBusiness Layer

Á Metering, Billing, Authentication, and 

Á User management 
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Cloud Architecture:
Cloud Players
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Cloud Players
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Cloud Players: Providers 
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Infrastructure-as-a-Service 
Providers
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Infrastructure-as-a-Service 
tǊƻǾƛŘŜǊǎ όŎƻƴǘΩŘύ
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Players: cloud 
intermediaries 
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Players: Application 
providers
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Human as a Service

üHuaas (Human as a Service) 

 e.g., Amazon Mturk provides crowdsourcing 
applications in terms of Human Intelligent Tasks (HITs)
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Prediction of events

e.g. Iowa Electronic Markets,

 

Enabling Collective 

Intelligence, e.g. Surveys



Human-as-a-Service
 Providers
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ñIn India Cloud Computing is projected to grow from a 50  Million industry in 
2009 to a $15 Billion Industry in 2013ò

S. Greengard ñCloud Computing and Developing Nations,ò 
Communications of the ACM, May 2010.
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What can we do with 
Clouds?
Clouds reduces the need for advanced computing 
resources at the clients side

üClients can use inexpensive small Net Books 
mobile phones to use cloud resources and 
virtually have the processing power and 
storage of an expandable computing system

üNo need to buy software or software licenses
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What can we do with 
Clouds?
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What can we do with 
Clouds?

üData is no longer confined to thelocal storage,  
users will be able to access data and 
applications from anywhere at any time. There 
is no more lost data due to hard drive failures

ü Hospitals, Companies, Corporations, and 
Universities would save money on IT support, 
and No need for space to house expensive 
hardware and software servers
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Cloud Computing and E-Learning 

With Unlimited Resources 

A Short Video
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http://www.youtube.com/watch?v=bmZL-

5h5zeE&feature=channel&list=UL

http://www.youtube.com/watch?v=bmZL-5h5zeE&feature=channel&list=UL
http://www.youtube.com/watch?v=bmZL-5h5zeE&feature=channel&list=UL
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Cloud Computing 
Challenges

ÁCloud Computing Challenges:  
Dealing with too many issues (Courtesy of R. Buyya) 
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Challenges/Issues in Cloud 
Computing
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Challenges with Clouds

Provide Support to different types of users and developers  
alike, Integration with different clouds
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The RESERVOIR EUC Project 
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http:// www.reservoir-fp7.eu/ , 2008-2011 To resolve the 

different cloud

Infrastructures

Problem.

Cloud Computing

Framework (Iaas)

Provides 

Open source 

Framework

http://www.reservoir-fp7.eu/


Challenges with Clouds

ÁThe RESERVOIR Framework: The Claudia Service Manager

ÁProvides a Service Management toolkit to deploy and 
control the scalability of service among a public or private 
IaaS Cloud. 
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Challenges with Clouds
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ÁThe RESERVOIR Framework: The OpenNebula Virtual 
Execution 

ÁA tool tobuild any type of Cloud deployment to manage  
the virtual infrastructure in data-centers or clusters

Cluster or

Data Center



Public, Private & Hybrid 
Clouds
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Types of Clouds:
Private Clouds

21/07/2024 add your logo 74



Public Clouds and Service 
Offerings
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Public Clouds vs. Private 
Clouds
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Characteristics Public clouds Private clouds

Technology 
leverage and 
ownership

Owned by service providers
Leverage existing IT infrastructure and 
personnel; owned by individual 
organization

Management of 
provisioned 
resources

Creating and managing VM instances within 
proprietary infrastructure; promote 
standardization, preserves capital investment, 
application flexibility

Client managed; achieve customization and 
offer higher efficiency



Public Clouds vs. Private 
/ƭƻǳŘǎ όŎƻƴǘΩŘύ

Workload 
distribution 
methods and 
loading policies

Handle workload without communication 
dependency; distribute data and VM resources; 
surge workload is off-loaded

Handle workload dynamically, but can 
better balance workloads; distribute data 
and VM resources

Security and data 
privacy 
enforcement

Publicly accessible through remote 
interface 

Access is limited; provide pre-production 
testing and enforce data privacy and 
security policies

Example platforms
Google App Engine, Amazon AWS, 
Microsoft Azure

IBM RC2
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Types of Clouds: Hybrid 
Clouds
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Types of Clouds: Federated 
Clouds
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Cost-Effectiveness in Cloud 
Computingvs. Datacenter 
Utilization
Á(Courtesy of M. Ambrust, et al 2009)
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Challenges in Cloud 
Computing (1)

ÁConcerns from The Industry (Providers)
ÁReplacement Cost
ÁExponential increase in cost to maintain the infrastructure

ÁVendor Lock-in
ÁNo standard API or protocol can be very serious 

ÁStandardization
ÁNo standard metric for QoS is limiting the popularity

ÁSecurity and Confidentiality
ÁTrust model for cloud computing 

ÁControl Mechanism
ÁUsers do not have any control over infrastructures
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Challenges in Cloud 
Computing (2)

¸Concerns from Research Community :

üConflict to legacy programs

ÁWith difficulty in developing a new application due to lack of control

üProvenance

ÁHow to reproduce results in different infrastructures

üReduction in Latency 

ÁNo specially designed interconnect used

ÁVery low controllability in layout of interconnect due to abstraction

üProgramming Model

ÁHard to debug where programming naturally error-prone

ÁDetails about infrastructure are hidden

üQoS Measurement

ÁEspecially for ubiquitous computing where context changes
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Security and Trust Barriers 
in Cloud Computing

ÁProtecting datacenters must first secure cloud resources and 
uphold user privacy and data integrity. 

ÁTrust overlay networks could be applied to build reputation 
systems for establishing the trust among interactive 
datacenters. 

ÁA watermarking technique is suggested to protect shared 
data objects and massively distributed software modules. 

ÁThese techniques safeguard user authentication and tighten 
the data access-control in public clouds. 

ÁThe new approach could be more cost-effective than using 
the traditional encryption and firewalls to secure the clouds. 
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Security Aware Cloud 
Platform
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Cloud Service Models & 
Security Measures
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The Internet of Things
(IoT)
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The Internet of Things
(IoT)

ÅάIoT represents the most potentially disruptive 
technological revolution of our lifetime. With 50 to 100 
billion things expected to be connected to the Internet by 
нлнлέ DǳŜǎǘ 9ŘƛǘƻǊǎϥ LƴǘǊƻŘǳŎǘƛƻƴΣ L999 /ƻƳǇǳǘŜǊΣ Wŀƴ нлмо
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What is the Internet of 
Things, IoT

Åά¢ƘŜ ǘŜǊƳ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎ όIoT) describes several 
technologies and research disciplines that enable the 
Internet to reach out into the real world of physical 
ƻōƧŜŎǘǎέ

Åά¢ŜŎƘƴƻƭƻƎƛŜǎ ǎǳŎƘ ŀǎ wCL5Σ ǎƘƻǊǘ ǊŀƴƎŜ ǿƛǊŜƭŜǎǎ 
communications, real-time localization, and sensor 
networks are becoming increasingly pervasive, making the 
IoT ŀ ǊŜŀƭƛǘȅέΦ
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The Internet of Things (IoT) 
Architecture

ÁAdopted from Ref 1 ch. 9

21/07/2024 add your logo 93

http://www.amazon.com/Distributed-Cloud-Computing-Parallel-Processing/dp/0123858801/ref=sr_1_3?s=books&ie=UTF8&qid=1355949657&sr=1-3&keywords=distributed+computing


A Cloud Service Architecture 
for IoT
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Cloud Computing and IoT
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HPC:High-

Performance 

Computing 

HTC:High-

Throughput 

Computing 

P2P:

Peer to Peer 

MPPs: Massively 

Parallel Processors 


